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A communication system (100) employs a 
method and apparatus for tracking data packets in 
the communication system. A sending communi- 
cation device (e.g., 101) transmits a data packet 
(130) to a receiving communication device (e.g., 
105) wherein the data packet includes a packet 
sequence number (131). Responsive to the trans- 
mission, the sending device increases a transmit 
tracking number that is used to indicate the packet 
sequence number of the data packet that is next 
in sequence to be transmitted. Upon receiving the 
data packet, the receiving device transmits an ac- 
knowledgment packet (140) to the sending device, 
wherein the acknowledgment includes a receive 
tracking number (139). The receive tracking num- 
ber indicates the packet sequence number of the 
data packet that the receiving device expects to re- 
ceive next. Upon receiving the acknowledgment, 
the sending device determines wheter a communi- 
cation error occured based on the receive tracking 
number and the transmit tracking number. 
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METHOD AND APPARATUS FOR TRACKING DATA PACKETS IN A 
PACKET DATA COMMUNICATION SYSTEM 

10 Field of the Invention 

The present invention relates generally to 
communication systems and, in particular, to tracking data 
packets conveyed between communication devices in a packet 
15 data communication system. 

Background of the Invention 

Packet data communication systems are known in both 
20 the wireless and wireline environments. In the wireless 
environment, a packet data system includes packet data 
routers, data controllers, base stations, and wireless 
communication units (e.g., mobile radios, portable radios, 
radiotelephones, or wireless data terminals). In the wireline 
25 environment, a packet data system includes switches and 
wireline communication devices (e.g., personal computers, 
computer servers, mainframes, laptop computers, personal 
communication devices, or custom data terminals). Packet 
data communications are also known to exist between 
30 wireless and wireline systems. 

Packet data communications rely on accurate tracking of 
the data packets transmitted from one device to another. 
Accurate tracking of transmitted and received data packets is 
35 crucial to insure that a complete data communication is indeed 



WO 99/17488 PCT/US98/13238 

2 

transmitted by a sending device (e.g., a base station) and 
received by a receiving device (e.g., a portable radio). Data 
packets are typically tracked by monitoring a packet sequence 
number contained in the data packet to be transmitted or that 
5 was most recently received. Each data packet includes a 
packet sequence number to indicate the sequence location of 
the data packet with respect to other data packets that 
constitute the complete data communication. Thus, by 
comparing the packet sequence number of the received data 
10 packet with an expected packet sequence number, the receiving 
device can determine whether the sending device transmitted 
the correct packet. 

To assist the sending device in its attempt to transmit 
15 the correct data packet, the receiving device transmits an 
acknowledgment of received data packets that indicates the 
packet sequence number (receive tracking number) of the data 
packet the receiving device next expects to receive. 
Accordingly, by comparing the receive tracking number of the 
20 acknowledgment with a packet sequence number (transmit 
tracking number) of the next data packet expected to be 
transmitted, the sending device can determine whether it is 
about to transmit the data packet the receiving device expects 
to receive and, if the sending device is not about to transmit 
25 such a data packet, the sending device can correct its packet 
transmission sequence to conform with the receiving device's 
wishes. 

Although the above process for tracking and validating 
30 data packets in a packet data communication system works 
fairly well, tracking problems can occur due to communication 
errors in the system. For example, a processor in the sending 
device typically increments the transmit tracking number upon 
delivery of a data packet to the sending device's transmitter. 
3 5 However, depending upon the system configuration and the 



WO 99/17488 



PCT/US98/13238 



allocation of priorities in the system, the sending device 
might not actually transmit the data packet for a substantial 
length of time (e.g., several seconds) after receiving it from 
the processor. For example, in integrated voice and data radio 
5 systems, voice traffic is generally given priority over data 
traffic. Thus, if voice traffic is heavy, the data packet will 
remain in the sending device's transmit buffer until voice 
activity decreases by an amount sufficient to allow 
communication channels to be granted for data traffic. 

10 

During the time when the data packet is buffered, the 
receiving device may incur a communication protocol error and 
transmit an acknowledgment packet that indicates that the 
next packet to be received is the data packet the sending 

15 device's transmit tracking number indicates is the next packet 
to be sent. If, during the time when the data packet is 
buffered, the sending device receives the acknowledgment, the 
sending device would not detect the communication error 
present in the receiving device because the transmit tracking 

20 number in the sending device matches the errant receive 

tracking number in the acknowledgment. The receive tracking 
number in the acknowledgment is errant because the packet 
sequence number of the data packet indicated as being next in 
sequence to be received is larger than the packet sequence 

25 number of the packet stored in the sending device's transmit 
buffer. Consequently, the sending device would continue 
sending data packets to a corrupted receiving device instead of 
identifying a fault in the receiving device and terminating the 
data communication. 

30 

Therefore, a need exists for a method and apparatus of 
tracking data packets in a packet data communication system 
that more accurately facilitates the detection of 
communication errors that occur in the system. 

35 
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4 

Brief Description of the Drawings 

FIG. 1 illustrates a block diagram depiction of a packet 
data communication system in accordance with the present 
5 invention. 

FIG. 2 illustrates a logic flow diagram of steps executed 
by a sending communication device to track data packets in 
accordance with the present invention. 

10 

FIG. 3 illustrates a logic flow diagram of steps executed 
by a receiving communication device to track data packets in 
accordance with the present invention. 

15 Description of a Preferred Embodiment 

Generally, the present invention encompasses a method 
and apparatus for tracking data packets in a packet data 
communication system. A first communication device 

20 transmits a data packet to a second communication device, 

wherein the data packet includes a respective packet sequence 
number. Responsive to the transmission, the first 
communication device increases a transmit tracking number 
that is used to indicate the packet sequence number of the data 

25 packet that is next in sequence to be transmitted. Upon 

receiving the data packet, the second communication device 
transmits an acknowledgment data packet to the first 
communication device, wherein the acknowledgment data 
packet includes a receive tracking number. The receive 

30 tracking number indicates the packet sequence number of the 
data packet that the second communication device expects to 
receive next. Upon receiving the acknowledgment data packet, 
the first communication device determines whether a 
communication error occurred based on the receive tracking 

35 number and the transmit tracking number. By tracking data 
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packets in this manner, the present invention prevents errant 
packet validation that can arise due to undetected 
communication protocol errors at either a sending 
communication device or a receiving communication device. 

5 

The present invention can be more fully understood with 
reference to FIGs. 1-3. FIG. 1 illustrates a block diagram 
depiction of a packet data communication system 100 in 
accordance with the present invention. The communication 

10 system 100 preferably includes a base station 101, a data 
controller 103, and a mobile or portable communication unit 
105. The base station includes a transmitter 107 and a 
receiver 109, and preferably comprises an "iDEN" Base 
Repeater (BR) manufactured by Motorola, Inc. The data 

15 controller 103 includes a computer readable memory device 
111 and a tracking database 113, and preferably comprises an 
"iDEN" "MOTOROLA" Data Gateway (MDG), which will be 
commercially available from Motorola, Inc. on or about March 
1, 1998. The communication unit 105 includes a transmitter 

20 (TX) 115, a receiver (RX) 117, a computer readable memory 
device 119, and a tracking database 121. The communication 
unit 105 preferably comprises a mobile or portable two-way 
radio or radiotelephone device, such as an "iDEN" mobile or 
portable radio. 

25 

The transmitters 107, 115 and receivers 109, 117 of the 
base station 101 and the communication unit 105 are well- 
known; thus, no further discussion of them will be provided. 
The computer readable memory devices 111, 119 of the data 

30 controller 103 and the communication unit 105 each preferably 
comprise a read only memory (ROM) for storing a computer 
program and a microprocessor to execute the stored computer 
program. However, in an alternative embodiment, each memory 
device 111, 119 might comprise another computer-readable 

35 storage medium, such as a random access memory (RAM), a ~* 
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programmable read only memory (PROM), a diskette, a hard 
disk, a PCMCIA memory card, a logic circuit, a mass storage 
medium, an optical disk, a CD-ROM, a magnetic disk, or a 
digital versatile disk (DVD). As described below, the computer 
5 programs stored in and executed by the memory devices 111, 
119 perform most of the steps executed by the data controller 
103 and the communication unit 105 in accordance with the 
present invention. 

10 Operation of the packet data communication system 100 

occurs substantially as follows in accordance with the present 
invention. When a sending communication device (such as the 
combination of the base station 101 and the data controller 
103) desires to transmit one or more data packets to a 

15 receiving communication device (such as communication unit 
105), the sending device requests and receives a radio 
communication channel 123 in accordance with known channel 
allocation techniques. In a preferred embodiment, the radio 
communication channel 123 comprises one or more outbound 

20 (base station-to-communication unit) time slots of an 
assigned outbound carrier frequency in a time division 
multiple access (TDMA) communication system, such as 
Motorola's iDEN telecommunication system. However, in an 
alternative embodiment, the communication channel 123 might 

25 comprise an outbound carrier frequency in a frequency division 
multiple access (FDMA) communication system or an 
orthogonal code (whether by direct sequence or via frequency 
hopping) in a code division multiple access (CDMA) 
communication system. 

30 

Upon receiving the channel grant, the data controller 103 
conveys a data packet 130 to the base station 101. The data 
packet 130 includes a packet sequence number (N(S)) 131 and 
the associated data 133. The packet sequence number 131 
35 indicates the data packet's sequential position within a 
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multiple packet data communication or message. As shown in 
FIG. 1, the data packet 130 is preferably partitioned into a 
plurality of data blocks 127-129 to permit use of one of 
several known selective automatic repeat request (SARQ) 
5 protocols. In the preferred embodiment, the packet sequence 
number 131 is included as the first portion (e.g., the first 
seven bits of the second byte) of the first data block 127 in 
the data packet 130. However, in an alternative embodiment, 
the packet sequence number 131 may be placed in any data 
10 block of the data packet 130, provided that such placement is 
known to both the sending and receiving communication 
devices. 

After the data packet 130 is received from the data 
controller 103, the base station 101 employs its transmitter 
107 to encode the data packet 130 and transmit the encoded 
data packet to the communication unit 105 via the allocated 
communication channel 123. Once the data packet 130 is 
transmitted, the base station 101 sends a transmission 
confirmation message to the data controller 103. In response 
to the confirmation message, the data controller 103 
increases a transmit tracking number (V(S)) stored in the 
tracking database 113 to indicate the packet sequence number 
of the next packet in sequence to be transmitted. For example, 
after the base station 101 confirms the transmission of the 
data packet 130 having packet sequence number five (i.e., N(S) 
= 5), the data controller 103 increments the transmit tracking 
number to six (i.e., V(S) = 6) to indicate that the data packet 
having packet sequence number six is next in sequence to be 
transmitted. 

It should be noted that although the above discussion 
suggests that the transmission of the data packet 130 by the 
base station 101 occurs directly after receipt of the data 
35 packet 130 from the data controller 103, such a scenario is ah 



20 



25 
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exception and not the rule. In practicality, the base station 
101 may store the data packet 130 received from the data 
controller 103 for a substantial period of time (e.g., ten 
seconds when the data packet is one of the last packets of a 
5 large data message) prior to transmission. Such delays are 
incurred due to the priority of processing voice calls over data 
calls in integrated voice and data systems. Accordingly, a 
major aspect of the present invention is the delay in 
increasing the transmit tracking number until the data packet 

10 has been transmitted by the base station 101. By delaying the 
increase of the transmit tracking number until actual radio 
transmission of the preceding data packet, the present 
invention insures the accuracy of the transmit tracking 
number. By contrast, had the data controller 103 increased the 

15 transmit tracking number upon conveyance of the data packet 
130 to the base station 101, the transmit tracking number 
would not accurately reflect the packet sequence number of 
the next data packet to be transmitted. 

20 When the transmitted data packet 130 arrives at the 

communication unit 105, the communication unit 105 employs 
its receiver 117 to receive and decode the data packet 130. 
The communication unit 105 extracts the packet sequence 
number 131 and compares the packet sequence number 131 to 

25 the present value of a receive tracking number (N(R)) 

maintained in the communication unit's tracking database 121. 
The receive tracking number indicates the packet sequence 
number of the data packet that the communication unit 105 
next expects to receive. When the packet sequence number 

30 equals the present value of the receive tracking number, the 
communication unit 105 increments the receive tracking 
number to identify the sequence number of the next packet to 
be received. For example, when the packet sequence number of 
five matches the receive tracking number, the communication 

35 unit increments the receive tracking number to six. 
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Upon receiving the data packet 130 and comparing the 
packet sequence number to the receive tracking number, the 
communication unit 105 employs its memory device 119 to 
5 generate an acknowledgment data packet 140. In a preferred 
embodiment, the acknowledgment packet 140 comprises a 
plurality of data blocks 135-137 and includes the updated 
receive tracking number 139, data 141 (e.g., new data of a 
single or multiple packet data transmission from the 

10 communication unit 105 to the base station 101 or, when using 
an SARQ protocol, data block numbers of unreceived or 
corrupted data blocks of the previously received data packet 
130), and a data integrity indicator. In a preferred 
embodiment, the data integrity indicator comprises a known 

15 frame check sequence (FCS) 143 computed over the entire 

acknowledgment packet 140. Alternatively, the data integrity 
indicator might comprise a known cyclic redundancy check 
(CRC) computed over a single data block, in which case each 
data block 135-137 of the acknowledgment packet would 

20 include a data integrity indicator. 

The FCS 143 is used by the data controller 103 to 
determine whether the acknowledgment packet 140 was 
corrupted during transmission. However, since the FCS 143 

25 takes several milliseconds of processor time to compute, 

during which time additional data packets may be received by 
the communication unit 105, the memory device 119 
preferably inserts a predetermined value (e.g., zero or all 
zeroes) into the portion of the particular data block 135 

30 reserved for the updated receive tracking number and computes 
the FCS 143 on the acknowledgment packet containing the 
predetermined value. In an alternative embodiment, the 
communication unit 105 might compute the FCS 143 on the 
entire acknowledgment packet less the portion reserved for 

35 the receive tracking number. Upon computing the FCS 143, the 
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memory device 119 inputs the FCS 143 into a reserved portion 
of a data block 137 of the acknowledgment packet 140. 

Once the FCS 143 is computed, the communication unit 
5 transmits a request for, and receives a grant of, a radio 

communication channel 125. The type of radio communication 
channel requested and allocated (e.g., time slot, frequency 
carrier, or orthogonal code) preferably corresponds to the type 
of radio channel 123 allocated to the base station 101 for 

10 transmission of the data packet 130. Just prior to 

transmission of the acknowledgment packet 140 (either just 
prior to requesting the communication channel or upon 
receiving the channel grant, depending upon the speed of the 
processor employed in the memory device 119), the 

15 communication unit 105 replaces the predetermined value used 
to compute the FCS 143 with the updated receive tracking 
number or, in the alternative embodiment described above, 
inserts the receive tracking number into its reserved portion 
of a data block 135. By inserting the receive tracking number 

20 just prior to transmission, the present invention accounts for 
any data packets received during computation of the FCS 143 
or while awaiting access to the communication channel 125. 
Once the acknowledgment packet 140 is completely configured, 
the communication unit 105 employs its transmitter 115 to 

25 encode the acknowledgment packet 140 and transmit the 
encoded acknowledgment packet to the base station via the 
radio communication channel 125. 

When the transmitted acknowledgment packet 140 
30 arrives at the base station 101, the base station 101 employs 
its receiver 109 to receive and decode the acknowledgment 
packet 140. In the preferred embodiment, the base station 101 
provides the acknowledgment packet 140 to the data controller 
103. Upon receiving the acknowledgment packet 140, the data 
35 controller 103 employs its memory device 111 to compute an 
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FCS for the acknowledgment packet 140 to determine whether 
the information 139, 141, 143 in the acknowledgment packet 
140 was corrupted during transmission. The FCS computation 
corresponds to the computation of the FCS 143 contained in 
5 the acknowledgment packet 140. That is, when the FCS 143 
was computed as in the preferred embodiment (i.e., by 
inputting a predetermined value for the receive tracking 
number 139), the data controller 103 computes its FCS by 
replacing the receive tracking number 139 with the 

10 predetermined value and then computing the FCS. On the other 
hand, when the FCS 143 was computed as in the 
aforementioned alternative embodiment (i.e., by computing the 
FCS 143 on the entire acknowledgment packet 140 less a 
portion reserved for the receive tracking number 139), the 

15 data controller 103 computes its FCS by calculating an FCS on 
the entire acknowledgment packet 140 less the portion 
reserved for the receive tracking number 139. 

Once the data controller 103 computes its FCS, the data 
20 controller 103 compares the computed FCS with the FCS 143 
imbedded in the acknowledgment packet 140. When the 
computed FCS does not equal the imbedded FCS 143, the data 
controller 103 determines that the acknowledgment packet 
140 was corrupted during transmission and prepares to 
25 retransmit the data packet being acknowledged or terminates 
the communication. When the computed FCS equals the 
imbedded FCS 143, the data controller 103 proceeds with its 
processing of the acknowledgment packet 140. 

30 Upon successfully matching the computed FCS with the 

imbedded FCS 143, the data controller 103 determines whether 
the receive tracking number 139 is greater than the present 
transmit tracking number (V(S)). When the receive tracking 
number 139 is greater than the present transmit tracking 

35 number, the data controller 103 determines that a 
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communication error occurred at some point in the 
transmission or reception of the acknowledgment packet 140 
or the data packet 130. A communication error might comprise 
a software error in the communication unit 105, base station 
5 101, or data controller 103. A communication error might also 
comprise corruption in the value of the receive tracking 
number due to noise and interference on the radio 
communication channel 125. When the receive tracking number 
139 is less than or equal to the present transmit tracking 
10 number, the data controller 103 determines that no 

communication error occurred and begins its preparation to 
transmit a data packet having a packet sequence number 
equivalent to the receive tracking number 139. 

15 It should be noted that the techniques described above 

also occur in reverse--i.e., when the sending communication 
device is the communication unit 105 (tracking database 121 
is used in this case to determine the transmit tracking 
number, V(S)) and the receiving communication device is the 

20 combination of the base station 101 and the data controller 
103 (tracking database 113 is used in this case to determine 
the receive tracking number, N(R)). It should further be noted 
that, in an alternative embodiment, the computer readable 
memory device 111 and the tracking database 113 might be 

25 positioned within the base station 101 as memory device 145 
and database 147. In this case, the base station 101 alone 
would perform the tasks executed by both the base station 101 
and the data controller 103 in the above discussion. 
Consequently, the use of the term communication device herein 

30 is intended to encompass any device (e.g., base station 101 or 
communication unit 105) or combination of devices (e.g., base 
station 101 and data controller 103) that include a 
transmitter, a receiver, a computer readable memory device, 
and a tracking database arranged, constructed, and programmed 

35 to perform the techniques described herein. 
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Moreover, although the method of the present invention 
was discussed above in the context of tracking and 
communicating data packets between infrastructure 
5 components (base station 101 and data controller 103) and 
mobile components (communication unit 105) of the system 
100, the techniques of the present invention can also be 
applied to tracking data packets conveyed between two or 
more mobile communication devices or two or more stationary 
10 communication devices coupled together via a wireless or 
wireline communication channel. 

As described above, the present invention provides for 
accurate tracking of data packets conveyed during a packet 

15 data communication. By updating the transmission tracking 
number after radio transmission of the .data packet and 
inputting the receive tracking number into the acknowledgment 
just prior to transmission, the present invention substantially 
reduces the probability of introducing errors into the values of 

20 the transmit and receive tracking numbers resulting from the 
inherent delays that occur in the normal operation of the 
system components. In addition, by computing the 
acknowledgment's FCS without including the receive tracking 
number, the present invention provides for the use of common 

25 error detection techniques, while insuring that the receive 
tracking number can be inserted into the acknowledgment at 
the latest possible instant prior to transmission. Further, by 
waiting until transmission of the data packet to update the 
transmit tracking number, the present invention facilitates 

30 variable bandwidth data communications that can introduce 
substantial delays (on the order of seconds for long data 
packets conveyed in one time slot per frame over multiple 
frames) during transmission of a single, lengthy data packet 
(e.g., as in a file transfer). 



35 
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FIG. 2 illustrates a logic flow diagram 200 of steps 
executed by a sending communication device in accordance 
with the present invention. The logic flow begins (201) when 
the sending device transmits (203) a data packet to a target 
5 device preferably via a radio communication channel, wherein 
the data packet includes a packet sequence number. As 
discussed above the packet sequence number indicates the 
sequential position of the data packet in a particular data 
communication or message. For example, a data message 
10 consisting of 100 data packets might include data packets 
having respective packet sequence numbers of 1 through 100. 
Thus, the packet sequence numbers allow the target device to 
properly reconstruct the data message from the received data 
packets. 

15 

Upon transmitting the data packet to the target device 
via a radio communication channel, the sending device 
increases (205) a transmit tracking number stored in a 
database to indicate the packet sequence number of the data 
20 packet that is next in sequence to be transmitted. Since data 
messages are often transmitted in portions, the sending device 
maintains a transmit tracking number to allow the sending 
device to determine which data packet is next in sequence to 
be transmitted when data transmission re-starts. 

25 

At some time after transmission of the data packet, the 
sending device receives (207) an acknowledgment packet from 
the target device, wherein the acknowledgment contains a 
receive tracking number that indicates the packet sequence 
30 number of the data packet that the target device next expects 
to receive. For purposes similar to the sending device's use of 
a transmit tracking number, the receiving device maintains and 
updates a received tracking number to permit it to determine 
which packet is next in sequence to be received. 

35 
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Upon receiving the acknowledgment packet, the sending 
device computes (209) a data integrity indicator for the 
acknowledgment packet. In the preferred embodiment, the 
sending device replaces the receive tracking number with all 
5 zeros and then computes an FCS for the entire data packet, 
including the zeroed receive tracking number. In an alternate 
embodiment, the sending device might compute the FCS for the 
entire data packet less the portion containing the receive 
tracking number. Upon computing the data integrity indicator, 

10 the sending device determines (211) whether the computed 
data integrity indicator equals the value of an integrity 
indicator that is imbedded in the data packet. As discussed 
above, the receiving device computes a data integrity 
indicator, such as an FCS, prior to transmission of the 

15 acknowledgment packet and embeds the data integrity 

indicator into a portion of the acknowledgment packet. Thus, 
to determine whether the computed data integrity indicator 
equals the imbedded data integrity indicator, the sending 
device compares the computed data integrity indicator with 

20 the data integrity indicator imbedded in the acknowledgment 
packet. 

When the computed data integrity indicator does not 
equal the imbedded integrity indicator, the sending device 

25 determines (213) that the acknowledgment packet is corrupted 
and either retransmits the acknowledged data packet or 
terminates the communication, thereby ending (215) the logic 
flow. However, when the computed data integrity indicator 
equals the imbedded integrity indicator, the sending device 

30 determines (217) whether the receive tracking number is 

greater than the transmit tracking number. When the transmit 
tracking number is greater than the receive tracking number, 
the sending device determines (219) that a communication 
error occurred and terminates the data communication, thereby 

35 ending (215) the logic flow. As stated above, the 



WO 99/17488 PCT/US98/13238 

16 

communication error might comprise a software error in 
either the sending device or the receiving device or corruption 
in the value of the receive tracking number due to noise and 
interference on the radio communication channel. When the 
5 receive tracking number is less than or equal to the transmit 
tracking number, the sending device processes (221) the 
acknowledgment packet (e.g., prepares the packet identified by 
the receive tracking number for transmission and forwards any 
new data in the acknowledgment packet to the appropriate 
10 target device) and the logic flow ends (215). 

It should be noted that although the steps of computing 
the data integrity indicator and comparing the computed data 
integrity indicator to the imbedded data integrity indicator are 

1 5 described above as preceding the step of comparing the receive 
tracking number to the transmit tracking number, one of 
ordinary skill will appreciate that such steps may be 
performed in parallel using well-known parallel processing 
techniques. In addition, in a preferred embodiment, steps 205 

20 and 209-219 of the above logic flow diagram 200 are 

performed by a computer program that is stored in a computer- 
readable memory device of the sending communication device. 

FIG. 3 illustrates a logic flow diagram 300 of steps 
25 executed by a receiving communication device in accordance 
with the present invention. The logic flow begins (301) when 
the receiving device receives (303) a data packet from a 
sending communication device, wherein the data packet 
includes a packet sequence number. After determining the 
30 packet sequence number of the presently received data packet, 
the receiving device sets (305) a receive tracking number in 
its data base to indicate the packet sequence number of the 
next packet to be received. The next packet to be received may 
or may not be the packet next in sequence to the packet most 
35 recently received. For example, if packets 1, 2, 3, and 5 have 



WO 99/17488 



PCT/US98/13238 



17 



been received already, and the most recently received data 
packet (i.e., the data packet received at block 303) has packet 
sequence number 4, the receiving device sets the receive 
tracking number to indicate packet sequence number 6 is the 
5 next packet expected to be received. However, when the 
previous packets have all been received in sequence, the 
receiving device sets the receive tracking number to indicate 
the next packet in sequence. 

10 Upon setting the receive tracking number, the receiving 

device generates (307) an acknowledgment data packet that 
contains the receive tracking number and data (e.g., new data 
or SARQ information). Prior to transmitting the 
acknowledgment packet, the receiving device computes (309) a 

15 data integrity indicator for the acknowledgment data packet. 
In the preferred embodiment, this computation comprises an 
FCS calculated across all the data blocks of the 
acknowledgment packet. In the preferred embodiment, the 
receiving device inputs a predetermined value (e.g., zero) into a 

20 portion of a predetermined data block of the acknowledgment 
packet reserved for the receive tracking number. That is, the 
receiving device inputs a predetermined value into the portion 
of the acknowledgment packet that will, upon transmission, 
include the receive tracking number. 

25 

The FCS computation is then performed with the 
predetermined value (i.e., without the actual receive tracking 
number) in the acknowledgment packet in order to allow the 
receiving device to input the receive tracking number into the 

30 acknowledgment packet at as late a time as possible prior to 
transmission of the acknowledgment packet. In this manner, 
the receiving device is able to acknowledge the most recently 
received data packet without having to recompute the data 
integrity indicator. Since the data integrity indicator may 

35 take as long as ten milliseconds to compute, the receiving ~ 
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device may receive another data packet during computation of 
the data integrity indicator. In addition, due to system channel 
allocation delays, the receiving device may not be able to 
transmit its acknowledgment packet for several seconds after 
5 computing the data integrity indicator. During the period it is 
waiting for channel access, the receiving device might receive 
additional data packets. Therefore, by inserting the receive 
tracking number into the acknowledgment packet at the latest 
possible moment prior to transmission, the receiving device 
10 truly acknowledges the most recently received data packet. 

Upon computing the data integrity indicator, the 
receiving device inputs (311) the data integrity indicator into 
the acknowledgment data packet. In the preferred embodiment, 

15 the receiving device inputs the data integrity indicator into a 
portion of the last data block of the acknowledgment data 
packet. However, in an alternative embodiment, the receiving 
device might input the data integrity indicator into a 
predetermined portion of another data block of the 

20 acknowledgment data packet. In addition to inputting the data 
integrity indicator into the acknowledgment, the receiving 
device also inputs (311) the receive tracking number into the 
portion of the acknowledgment packet containing the 
predetermined value. In the preferred embodiment, the 

25 receiving device inserts the receive tracking number in a 
portion of the first data block of the acknowledgment data 
packet. However, like the positioning of the data integrity 
indicator, the receiving device might alternatively input the 
receive tracking number into a portion of another data block of 

30 the acknowledgment data packet, provided that the receive 
tracking number replaces the predetermined value previously 
inputted prior to computation of the data integrity indicator. 

In a preferred embodiment, when the acknowledgment 
35 data packet is finally configured, the receiving device requests 
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(313) the radio channel for transmission of the 
acknowledgment data packet. Responsive to the request, the 
receiving device receives (315) a channel grant and transmits 
(317) the acknowledgment data packet to the sending device, 
5 and the logic flow ends (319). In an alternative, a receiving 
device that employs a processor having state-of-the-art speed 
might request the radio channel and receive the channel grant 
prior to inputting the receive tracking number into the 
acknowledgment packet to allow the receive tracking number 
10 to more accurately account for recently received data packets. 

In a preferred embodiment, steps 305-311 and a portion 
of step 313 (e.g., generation of a channel request message) of 
the above logic flow diagram 300 are performed by a computer 
15 program that is stored in a computer-readable memory device 
of the receiving communication device. 

The present invention encompasses a method and 
apparatus for tracking data packets in a packet data 

20 communication system. With this invention, the probability of 
introducing errors into the values of the transmit and receive 
tracking numbers resulting from the inherent delays that occur 
in the normal operation of the system components is 
substantially reduced. By updating the transmission tracking 

25 number after radio transmission of the data packet and 

inputting the receive tracking number into the acknowledgment 
just prior to transmission, the present invention permits the 
respective tracking numbers to accurately reflect the 
transmission and reception status of the data packets at the 

30 sending and receiving communication devices, respectively. 
Further, by computing the acknowledgment's FCS without 
including the receive tracking number, the present invention 
provides for the use of known error detection techniques, 
while insuring that the receive tracking number can be 

35 inserted into the acknowledgment at the latest possible 
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instant prior to transmission to obtain the aforesaid tracking 
accuracy benefit. 

While the present invention has been particularly shown 
5 and described with reference to particular embodiments 

thereof, it will be understood by those skilled in the art that 
various changes in form and details may be made therein 
without departing from the spirit and scope of the present 
invention. 



We claim: 
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1. A method for tracking data packets in a packet data 
communication system, the method comprising the steps of: 

5 transmitting, by a first communication device, a data 

packet to a second communication device, wherein the data 
packet includes a packet sequence number; 

increasing, by the first communication device responsive 
to the step of transmitting, a transmit tracking number, 
10 wherein the transmit tracking number indicates a packet 

sequence number of a data packet that is next in sequence to 
be transmitted; 

receiving, by the second communication device, the data 
packet transmitted by the first communication device; 
15 transmitting, by the second communication device, an 

acknowledgment data packet to the first communication 
device, wherein the acknowledgment data packet includes a 
receive tracking number that indicates a packet sequence 
number of a data packet that is next in sequence to be 
20 received; 

receiving, by the first communication device, the 
acknowledgment data packet; and 

determining, by the first communication device, whether 
a communication error occurred based on the receive tracking 
25 number and the transmit tracking number. 

2. The method of claim 1, wherein the communication error 
comprises a software error that occurred in at least one of the 
first communication device and the second communication 

30 device. 

3. The method of claim 1, wherein the acknowledgment data 
packet comprises a plurality of data blocks, the method 
further comprising the steps of: 
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at the second communication device and prior to the step 
of transmitting the acknowledgment data packet: 

determining a data integrity indicator for the 
plurality of data blocks less a portion of a first data 
5 block of the plurality of data blocks reserved for the 

receive tracking number; 

inputting the data integrity indicator into a portion 
of a second data block of the plurality of data blocks; and 
inputting the receive tracking number into the 
10 portion of the first data block reserved for the receive 

tracking number, such that the acknowledgment data 
packet, when transmitted, includes the receive tracking 
number and the data integrity indicator. 



15 4. A method for a first communication device to track data 
packets transmitted to a second communication device, the 
method comprising the steps of: 

transmitting a data packet to the second communication 
device, wherein the data packet includes a packet sequence 

20 number; 

increasing, responsive to the step of transmitting, a 
transmit tracking number, wherein the transmit tracking 
number indicates a packet sequence number of a data packet 
that is next in sequence to be transmitted; 

25 receiving an acknowledgment data packet from the 

second communication device, wherein the acknowledgment 
data packet includes a receive tracking number that indicates 
a packet sequence number of a data packet that is next in 
sequence to be received by the second communication device; 

30 and 

determining whether a communication error occurred 
based on the receive tracking number and the transmit tracking 
number. 
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5. The method of claim 4, wherein the step of determining 
comprises the step of determining that a communication error 
occurred when the receive tracking number is greater than the 
transmit tracking number. 

5 

6. The method of claim 4, wherein the acknowledgment data 
packet comprises a plurality of data blocks and wherein the 
method further comprises the steps of: 

responsive to the step of receiving the acknowledgment 
10 data packet: 

replacing the receive tracking number with a 

predetermined value; 

determining a first data integrity indicator for the 

plurality of data blocks; 
15 comparing the first data integrity indicator with a 

second data integrity indicator that is positioned within 

a predetermined data block of the plurality of data 

blocks; and 

when the first data integrity indicator does not 
20 equal the second data integrity indicator, determining 

that the acknowledgment data packet is corrupted. 

7. The method of claim 4, wherein the acknowledgment data 
packet comprises a plurality of data blocks and wherein the 

25 method further comprises the steps of: 

responsive to the step of receiving the acknowledgment 
data packet: 

determining a first data integrity indicator for the 
plurality of data blocks less a portion of a first data 
30 block of the plurality of data blocks containing the 

receive tracking number; 

comparing the first data integrity indicator with a 
second data integrity indicator that is positioned within 
a portion of a second data block of the plurality of data 
35 blocks; and 
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when the first data integrity indicator does not 
equal the second data integrity indicator, determining 
that the acknowledgment data packet is corrupted. 

5 8. A method for a first communication device to track data 
packets received from a second communication device, the 
method comprising the steps of: 

receiving a data packet transmitted by the second 
communication device; 
10 generating an acknowledgment data packet, wherein the 

acknowledgment data packet comprises at least one data 
block; 

inputting a predetermined value into a portion of the at 
least one data block reserved for a receive tracking number, 
15 wherein the receive tracking number indicates a packet 

sequence number of a data packet that is next in sequence to 
be received; 

determining a data integrity indicator for the at least 
one data block; 

20 inputting the data integrity indicator into a portion of 

the at least one data block reserved for the data integrity 
indicator; 

determining the receive tracking number; 

replacing the predetermined value with the receive 
25 tracking number; and 

transmitting the acknowledgment data packet to the 
second communication device, such that the acknowledgment 
data packet includes the receive tracking number and the data 
integrity indicator. 

30 

9. The method of claim 8, wherein the acknowledgment data 
packet comprises a plurality of data blocks and further 
includes user data of the first communication device. 
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10. A communication device in a packet data communication 
system, the communication device comprising: 

a transmitter that transmits a data packet to a target 
communication device, the data packet including a packet 
5 sequence number; 

a receiver that receives an acknowledgment data packet 
indicating receipt of the data packet from the target 
communication device, the acknowledgment data packet 
including a receive tracking number that indicates a packet 
10 sequence number of a data packet that is next in sequence to 
be received by the target communication device; and 

a computer readable memory device, coupled to the 
transmitter and the receiver, that has stored therein a 
computer program that, when executed, performs the following 
15 functions: 

increases a transmit tracking number upon 
transmission of the data packet, wherein the transmit 
tracking number indicates a packet sequence number of a 
data packet that is next in sequence to be transmitted by 
20 the communication device; and 

upon reception of the acknowledgment data packet, 
determines whether a communication error occurred 
based on the receive tracking number and the transmit 
tracking number. 

25 
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